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• Tax Pro Account Overview

• Online Account Overview

• Business Tax Account Overview



Tax Pro Account

Communications & Liaison 
STAKEHOLDER LIAISON 



Tax Pro Account: Options for 
Submit POAs and TIAs 



Expanding Services for 
Taxpayers

Expansion of Taxpayer Options for 3rd Party 
Authorizations launched in the summer of 2021
• Added “authorization” feature to individual Online 

Accounts.
• Launched Tax Pro Account on IRS.gov to allow tax 

professionals to initiate online POA or TIA  requests.
• Tax professional initiates a POA or TIA, uses checkbox as 

electronic signature for POAs.
• POA or TIA requests automatically transfers to individual 

taxpayer’s Online Account.
• Taxpayer accesses their Online Account and under the  

“Authorization” tab they can approve the request and use a 
checkbox as signature.

• Upon approval, authorization is posted immediately to CAF.
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Registering to Access the Tax 
Pro Account

To use Tax Pro Account, individuals must create an 
account and verify their identity.
• Individuals already registered for Secure Access (e.g., Get 

Transcript, e-Services) can use the Tax Pro Account to 
initiate POAs and TIAs.

• New users will need to create an account with ID.me.
• To verify your identity with ID.me, you will need a photo ID 

and a device with a camera.
• Frequently asked questions with help links are available 

right on the sign-in page for Tax Pro Account & Online 
Account in case you or your clients have any questions.



Tax Pro Account: Tax 
Professionals Page



Tax Pro Account: 
Landing Page



Tax Pro Account: Help Topics



Sign In with ID.me or an IRS 
username



Online Account

A self-service tool for individual taxpayers to view 
their account information



Access Online Account
Taxpayers can access their 
online account from the 
IRS.gov home page

IRS.gov home page takes you to 
Online Account



Online Account landing page describes 
the features and takes you to sign in



IRS Business Tax Account

Publication 5904
IRS Business Tax Account

Sole proprietors
• View business information on file
• Manage business users
• View balance due
• Make same-day and scheduled payments
• View payment history
• View tax account transcripts
• View tax compliance report
• View tax certificate for award use
• Notices and letters
• Registration for clean energy credits (if eligible)

Partnerships and S corporations
• View business information on file
• View balance due
• Make same-day and scheduled payments
• View payment history
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How to Access Business Tax 
Account
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IRS.gov/businessaccount



Who can Use Business Tax Account 

Who can use this

You can use a business tax account if you have this type of business:

Sole proprietor: If you’re a sole proprietor who files business tax returns 
with an employer identification number (EIN).

Note: A limited liability company (LLC) that reports business income on 
Form 1040 Schedule C can’t use a business tax account at this time.

Partnership or S corporation: If you’re an individual partner or individual 
shareholder, you can access a business account if you have both:

•A Social Security number or an individual tax ID number (ITIN)

•A Schedule K-1 on file (for partners, from 2012-2022; for shareholders, from 
2006-2022)
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Business Tax Account Services
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Individual partner or shareholder: Sole proprietorship with an EIN:

If you’re an individual partner or 
shareholder, you can access these 
features for the tax years when you 
received a Schedule K-1 (more tax years 
coming soon):
Profile
View limited business information on file
Account balance and payments
View balance due
Make same-day and scheduled payments
View payment history

You can access these features:
Profile
View business information on file
Manage business users
Account balance and payments
View balance due
Make same-day and scheduled payments
View payment history
Tax records
View tax transcripts
View tax compliance report
View tax certificate for award use
Other features
Notices and letters
Registration for clean energy credits (if 
eligible)



Business Tax Account – Future 
improvements

• IRS News Release 2024-196 (July. 25, 2024)

…With the latest expansion, Business Tax Account is now available in 
Spanish. In addition, eligible business taxpayers can see their balance due 
and make the payment all in one place. Previously, the balance due had to 
be viewed in a separate place from where the payment was made, adding 
another complicating step for businesses making payments. Sole proprietors 
can now download business entity transcripts from their Business Tax 
Account. This transcript shows entity information like business name, 
address, location address and more for the Employer Identification Number 
on file…
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The Identity Protection PIN (IP PIN)

Proactively protect your federal tax account from ID
theft



What is the IP PIN?

• An Identity Protection PIN (IP PIN), is a six-digit number that 
prevents someone else from filing a tax return using your Social 
Security number or Individual Taxpayer Identification Number

• The IP PIN helps the IRS to verify your identity when you file your 
electronic or paper tax return 

• Even though you may not have a filing requirement, an IP PIN still 
protects your account from fraudulent filings

• An electronically filed return filed without your IP PIN, or an incorrect 
IP PIN, will reject, including your return and any fraudulent returns 
using your Social Security Number. 

• Any paper returns filed without your correct IP PIN will undergo 
additional scrutiny and any fraudulent returns will be removed from 
your account.  If the return verifies to be yours, we will continue to 
process it.    
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Who can participate in the IP PIN 
Program?

• Anyone who has a Social Security number 
(SSN) or Individual Taxpayer Identification 
Number (ITIN) and can verify his/her identity 
is eligible to enroll into the IP PIN program 
(Voluntary Enrollment)

• Victims of federal tax related identity theft are 
automatically enrolled into the IP PIN 
program (Automatic Enrollment)
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How can a taxpayer voluntarily enroll into the IP 
PIN Program?

Get An Identity Protection PIN (IP PIN) Online Application
• Fastest and most secure method to enroll
• Protection begins right after enrollment
• IP PIN is immediately available for filing

Form 15227, Application for an IP PIN
• For taxpayers who cannot verify their identity through the 

Online Application
• Process can take up to 180 days to complete enrollment
• Taxpayer must include a telephone number for call back 

verification
• Limited to taxpayers under a certain adjusted gross income 

level

In-Person Meeting at a local Taxpayer Assistance Office, (TAC)
• For taxpayers who cannot verify their identity through the 

Online Application or the Form 15227 process or are ineligible 
to file a Form 15227

• Appointments may be limited due to availability
23



Get An Identity Protection PIN
(IP PIN) Online Application 

• Fastest and most secure way to enroll into the program

• IP PIN is displayed online after verification, and it can be retrieved 
at anytime by logging back into the application

• Located on IRS.gov at www.irs.gov/ippin

• The IP PIN online application is generally available starting in mid-
January through mid-November

• Taxpayers who have an existing IRS Online Account may be able to 
use their log in information to access the Get An IP PIN Application

• Some taxpayers with an existing IRS Online Account may have to 
revalidate their identity through a Credentialling Service Provider

• Taxpayers without an existing IRS Online Account will have to 
validate their identity through a Credentialling Service Provider
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How does a Taxpayer receive their IP 
PIN?

• Each December, new IP PINs are generated for the upcoming filing 
season for current enrollees

• CP 01A notices containing the new IP PIN are mailed from mid-
December to mid-January

• The following taxpayers will receive a CP 01A  notice each year:
• Form 15227 applicants
• In-person TAC applicants
• Identity theft victims who did not enroll online after January 

2019
• (If a valid address cannot be confirmed then the CP 01A 

notice is suppressed)*
• Taxpayers who enrolled online prior to January 2019

• Taxpayers who enrolled voluntarily online after January 2019, must 
log back into the Get an IP PIN application to retrieve their current 
IP PIN (These taxpayers will not receive a CP 01A notice)

• The Get an IP PIN application is available from late January to mid-
November
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How to use the IP PIN when filing

E-filed Return
• Your tax software or practitioner will tell you where to enter the IP 

PIN. If you can't find where to enter your IP PIN, search within your 
software for Identity Protection PIN or IP PIN or contact the software 
provider's help desk

• Each taxpayer claimed on a tax return who receives an IP PIN must 
have their IP PIN(s) entered on the tax return. This includes the IP 
PIN of any dependent(s) included in the tax return

• If a dependent has an IP PIN, it must be entered on the 'Form 1040 
series' as well as 'Form 2441' and 'Schedule Earned Income Tax 
Credit’

Paper Return
• Enter your IP PIN(s) as applicable in the boxes marked "Identity 

Protection PIN" in signature area of the tax return

• Each taxpayer who has an IP PIN must enter it on their tax return

• You don't need to enter an IP PIN for your dependent(s) when filing 
a paper tax return
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What if a Taxpayer Lost or Doesn’t 
Receive an IP PIN Notice?

Taxpayers may receive their current year IP PIN by:

• Accessing the Get An IP PIN Application (Fastest Method)

• Retrieve their IP PIN by logging into their account on IRS.gov
• If the taxpayer does not have an account, they can create an 

account and retrieve their IP PIN

• Calling the IRS help line at 800-908-4490

• Taxpayer will need to verify their identity and current mailing 
address

• After verification is completed, a 4869C notice containing their 
IP PIN will be mailed to the taxpayer within 21 days

Note: If the taxpayer cannot obtain their IP PIN through either option, 
then the best alternative is to file a paper return without their IP PIN.
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Important Reminders about the 
IP PIN

• IP PIN protects your federal tax account from Identity Theft

• An IP PIN is valid for one calendar year, each year a new IP PIN 
is generated for your account

• An IP PIN must be used when filing any federal tax returns during 
the year including prior year returns

• Never share your IP PIN with anyone other than your tax 
preparer at the time of filing

• If unable to enroll online there are alternatives
• Form 15227, Application for an IP PIN
• In-Person Meeting at a local Taxpayer Assistance Office, 

(TAC)

• IP PIN participants must keep their address current including 
dependents 

• By filing Form 8822, Change of Address
28



IP PIN Issues when filing 
electronically

• IP PIN was not entered, entered 
incorrectly or a prior year IP PIN was 
entered

• IP PIN is entered under the wrong 
taxpayer/dependent

• Not using or incorrectly using your IP 
PIN when electronically filing will 
cause your return to reject
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Get An Identity Protection PIN (IP PIN)

IRS.gov/ippin



Tax Professional Data Breaches and 
How Tax Pros Can Protect 

Themselves
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Spear-phishing Scams  Targeting 
Tax Professionals
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The recent Verizon Data Breach Investigations Report  (DBIR) 
found:

“82% of breaches involved a human element” (e.g.,

Phishing, Misuse, or Error)

Phishing was one of the four main entry points into  an 
organization

The recent Internet Crime Complaint Center (IC3)  report 
Phishing/Vishing/Smishing/Pharming was listed  as a Top 5 
Crime Type reported over the last five (5)  years

Current Data Breach Statistics
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The most common schemes that target tax professionals are:

spear phishing

ransomware

unauthorized access

Common Schemes
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A Lure: enticing email content

A Hook: an email-based exploit (e.g., a phishing URL or  
malicious attachment)

A Catch: a transaction conducted by an actor following a  
successful attempt

Phishing Lifecycle
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From: [REMOVED]  

To: [TAX PREPARER]

Sent: Thu, Apr 21, 2022 3:06 pm

Subject: Extension Client Intake  

Good Morning,

I am [REMOVED], married, father of three teenage boys and a 
business owner. My  family and I have lagged behind in filing our 
taxes and I am hoping you are not at  capacity and willing to take 
on a new client? I have all by books and forms in place,  don't owe 
taxes and usually make estimated tax payments.

Please write back if you are open to new tax clients and how to 
proceed.  Regards[REMOVED]

“New Client” Scam 1st Email
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From: [REMOVED]  

To: [TAX PREPARER]

Sent: Wed, May 4, 2022 6:14 am  

Subject: Re: Extension Client Intake

Hi [TAX PREPARER],Sorry for the late response, things haven't been 
going as  planned lately. I won't want to bore you with personal issues. As 
for my taxes, I  usually don't owe taxes, applied my prior year refund and 
also made estimated tax  payments to cushion effects of situations like 
these.

*[REMOVED]_1040_ScanCopy.pdf

<hxxps://example[.]example/file/[REMOVED]>*

Above is a secure and SSL excerpted copy of my prior year returns for 
your perusal.  Kindly review and advise on way forward... I look forward 
to talking with  you.Regards[REMOVED]

“New Client” Scam 2nd Email
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IRS-themed Phishing Email
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Targets a specific audience

Appears as a familiar or trusted contact

Fellow tax practitioner

Tax software provider

Potential or current client

The goal is to convince you to open a URL or  download an 
attachment

Spear Phishing
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Account Takeover (cont.)
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“Account on hold” Phishing Email

41



“Account on hold” Phishing Website
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Ransomware
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1. Anti-virus software

2. Firewalls

3. Two-factor authentication

4. Backup software/services

5. Drive encryption

6. Virtual Private Network (VPN)

Deploy the “Security Six”
Protections
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Client e-filed returns begin to reject

Clients who haven’t filed tax returns begin to 
receive authentication letters  (5071C, 4883C, 
5747C) from the IRS

Clients who haven’t filed tax returns receive 
refunds

Signs of Client Data Theft
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Clients/Practitioners receive tax transcripts 
that they did not  request

Clients who created an IRS Online Services 
account are  notified that their account was 
accessed or disabled

Another variation: Clients receive notice that 
an account was  created in their names

Signs of Client Data Theft – cont.
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IRS, Treasury and/or tax-related phishing scams:  

Please send full email headers to phishing@irs.gov

If you click on a nefarious link, download a document, 
etc.:  Contact Your Tax Software Provider

Tax preparers who experienced a data breach:  

Contact Stakeholder Liaison (SL):  (www.irs.gov 
search “Stakeholder Liaison”)

TIGTA.gov

FTC.gov or IdentityTheft.gov

Reporting
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Publication 4557(Safeguarding Taxpayer Data) 
at IRS.gov

Small Business Information Security – The 
Fundamentals at  NIST.gov

Subscribe to e-News for Tax Professionals

Protect Your Business
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Resources

IRS.gov websites:

www.irs.gov/newsroom/irs2goapp

www.irs.gov/ProtectYourClients

www.irs.gov/identity-theft-central

www.irs.gov/securitysummit
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Multi-Factor Authentication
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IRS Publication 5708 
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Data Breach/Ransomware Attacks

Reporting a Data Breach or Ransomware Attack
• Contact your local Stakeholder Liaison (SL)

o Provide details promptly
• Follow the guidance from your SL, Pub 5293, Pub 4557 and the IRS Data 

Breach webpage
• Take steps to discover the cause of the attack
• Notify local and other federal agencies based on the type of attack
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National Security Awareness Week

December 2, 2024 – December 6, 2024
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Tax Scams, Identity Theft, Refund Fraud



STAY SAFE WHILE SHOPPING ONLINE

Shop only on secure sites

Use only secured networks

Update security software

Secure devices 

Use malware stoppers and firewalls

Use strong, unique passwords

Use multi-factor authentication2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW



STAY SAFE ON SOCIAL MEDIA

Follow IRS-verified social media 
accounts and e-news services
Don’t provide personal or financial 
information 
Verify eligibility for tax credits with 
a trusted tax professional
Use IRS.gov to fact check 
information
Stay aware of the latest scams by 
following @IRStaxsecurity on X

2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW

Pub 5461 Protect Personal and 
Financial Information Online



INDIVIDUALS STAY SAFE BY USING AN 
IDENTITY PROTECTION PIN (IP PIN)

Use an Identity Protection (IP) PIN when 
filing a tax return, including amended or 
prior year returns 

The IRS will never ask you for your IP PIN

Protect your IP PIN and only share it with 
trusted tax software provider or tax 
preparer

Pub 5461-B Get an Identity 
Protection PIN

2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW



BUSINESSES STAY SAFE BY
SAFEGUARDING INFORMATION

Safeguard customer data by:
- Setting security software to update automatically
- Back up important files
- Require strong passwords with multi-factor 
authentication 
- Encrypt all devices

Beware of phishing and 
impersonation schemes

Review tips in the business section 
of Identity Theft Central on IRS.gov

Pub 5461-C Businesses should 
watch out for tax-related scams 
and implement safeguards

2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW



Tax Pros Stay Safe by having a 
WRITTEN INFORMATION SECURITY PLAN (WISP)

Pub 5461-D Tax professionals 
should review their security 
protocols
Pub 5461-F Review account 
details on secure portal

Develop a written information security plan 
(WISP)

Use IRS Secure Online Tools (Tax Pro Account) 

Use Multi-Factor Authentication 

Know what to do if you have a data breach

Pub 5708 Creating a WISP

2024 National Tax Security Awareness Week
www.IRS.gov/NTSAW



e-News Subscriptions

IRS.gov/subscribe



IRS2Go Mobile App

IRS.gov/irs2go
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