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Who Is Your Presenter?
He is a retired Special Agent with the Internal Revenue Service,
Criminal Investigation (IRS-CI). He has over 20 years of experience
conducting federal criminal investigations to include tax evasion, money
laundering, and other white-collar crimes. As an international speaker,
he teaches money laundering and forensic accounting to law
enforcement, bank officials, attorneys, and court personnel.
He created and taught continuing education courses on cryptocurrency
to IRS-CI and attorneys.
He held various leadership positions for IRS-CI, such as Certified Field
Instructor, Training Instructor, Cyber Crime Coordinator and Use of
Force Coordinator.
He is a CPA and CFE. He has a Bachelor's degree in Accounting and a
Master's degree in Business Administration. As the host of the Fraud
Fighter Podcast, he interviews guests about forensic accounting and
the anti-fraud/anti-money laundering industry.
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Learning
Objectives
q Give an overview of how Bitcoin and cryptocurrencies operate
q Recognize the difference between proof of work vs proof of stake in verifying the
blockchain

q Prepare a proper tax return with cryptocurrency transactions
q Identify common money laundering violations involving cryptocurrencies
q Identify the tools used by the IRS to identify cryptocurrency transactions for civil and
criminal violations

q Recall the learning objectives in real life examples of cryptocurrency transactions
Warning: An effort has been taken for this presentation to be accurate, but because this
is an emerging area, verify its accuracy before giving tax advice or preparing a tax
return.
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What is Virtual Currency?
A digital representation of value that is neither issued by a
central bank or a public authority, nor necessarily attached to a
fiat currency, but is accepted by natural or legal persons as a
means of payment and can be transferred, stored or traded
electronically.
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Cryptocurrency
As of March 2022, there are over 18,000 cryptocurrencies in
circulation. These currencies use cryptography.
Bitcoin accounts for 45% of the global crypto market. All other coins
are called “alt-coins.”
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Bitcoin
❑ Open Source Software
❑ Peer-to-peer network of computers
running software.
❑ Uses Cryptography
❑ Blockchain technology where
transactions are recorded that is open
source and distributed.
❑ Gaining acceptance with merchants
❑ Dark web primarily uses Bitcoin
❑ Crosses international borders
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How to Obtain Bitcoins

Mining
(bookkeeper)

Direct
Purchase
from
Individual

Exchanger
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Bitcoin Wallets

A Bitcoin Wallet is typically a data
file that stores the digital credentials
for your Bitcoin holdings and allows
you to access (and spend) them.

Could be simple text file or
complex software
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Bitcoin Wallet
Keys
Private Key
(software randomly creates
private key)

Approximately 10 million
million million million
million million million
million possible private
keys.

Public Key
(generated from Private Key)
AKA public address; what is
shown on Blockchain

25 to 36 alphanumeric
numbers long.
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Fund Wallet
Public Key To
Deposit

Private And
Public Key To
Withdraw
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Blockchain
❑ Continuous growing list of records.
❑ An open and distributed ledger that can
record transactions between two parties.
❑ Managed by a peer-to-peer network.
❑ Decentralized and distributed.
❑ For Bitcoin, updated every 10 minutes.
❑ Proof of work vs Proof of stake.
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Common Terms To Know
Public
Key

What is a Public Key or
address?
• 25-36 alphanumeric characters (case sensitive)

Blockchain

What is a the blockchain?

• Similar to a bank account

• Public ledger that captures the history of all verified transactions

• These addresses send/receive bitcoins

• The ledger captures the chronological order of transactions as
well as sender and receiver information

• Example: lAZqdbYVZAoETTcGsjvj4bwymTctrPQUBu

What is a Wallet ID?

Wallet

What are Miners?

Miners
• Houses public keys and can hold several
• Utilizes a private key to restrict access to spending public
key bitcoins
• Similar to a bank in that it can hold multiple accounts
• Example: 21 f28cde7b

• Bitcoins users that verify transactions by solving complex
equations
• Miners then add these transactions to the blockchain
• System controls prevent the modification of prior transactions
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Image source: agenda.weforum.org

Cryptocurrency Mining Operation

❑ Bitcoin will be capped at 21 million. There are over 19 million in circulation right
now.
❑ However, because the rate of Bitcoin "mined" is reduced over time, the final
Bitcoin won't be circulated until around the year 2140.
❑ After that, only the transaction fees will be available for miners.
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Mining

Proof of Work
vs
Proof of Stake
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Soft Fork vs Hard Fork
❖The software is upgraded, but the
cryptocurrency and blockchain stays the
same.
➢This is called a “soft fork”
❖The software changes which adds
another cryptocurrency
➢This is called a “hard fork”
➢Both cryptocurrencies then exist with
different blockchains. (example:
Bitcoin Cash, Bitcoin Gold)
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Federal Tax Implications
❖Is considered “property”
➢Rules on capital gains/losses
➢Sell/exchange are reportable events
❖If earned, it is considered income
➢Wages, self-employment, etc.
❖Gift rules apply
➢Basis is same as donors, unless sold
at a loss.
❖Valuation is FMV
➢Exchange or FMV of services
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Tax Implications - IRS Notice 2014-21
❑ Virtual currency is treated as property
and not as currency for federal tax
purposes

❑ Receipt of virtual currency as payment
for goods or services is includible in
income at its fair market value at the
date of receipt

❑ For more information on the tax
treatment of property transactions,
s
e
e
Publication 544, Sales and Other
Dispositions of Assets
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Will I recognize a gain or loss when I sell
my virtual currency for real or other virtual
currency?

Yes. When you sell virtual currency, you must
recognize any capital gain or loss on the sale,
subject to any limitations on the deductibility of
capital losses.
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The 2021 Form 1040 asks whether at any time during
2021, I received, sold, sent, exchanged, or otherwise
acquired any financial interest in any virtual currency.
During 2021, I purchased virtual currency with real
currency and had no other virtual currency transactions
during the year. Must I answer yes to the Form 1040
question?
No. If your only transactions involving virtual currency
during 2021 were purchases of virtual currency with real
currency, you are not required to answer yes to the Form
1040 question. In 2022, the question will be clearer.
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How Do I Determine If My
Gain Or Loss Is A Shortterm Or Long-term Capital
If
you heldOr
the virtual
currency for one year or less before
Gain
Loss?
selling or exchanging the virtual currency, then you will
have a short-term capital gain or loss. If you held the
virtual currency for more than one year before selling or
exchanging it, then you will have a long-term capital gain
or loss. The “holding period” begins on the day after you
acquired the virtual currency and ends on the day you
sell or exchange the virtual currency.
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Do I have income if I
provide someone with a
service and that person
pays me with virtual
currency?
Yes. When you receive
property, including virtual
currency, in exchange for
performing services, you
recognize ordinary income.

If you received it as an
independent contractor, it is
subject to self-employment
taxes.
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Does virtual
currency paid by an
employer as
remuneration for
services constitute
wages for
Yes,
at the fair market value,tax
subject to
employment
Federal income tax withholding, Federal
Insurance
Contributions Act (FICA) tax, and
purposes?
Federal Unemployment Tax Act (FUTA) tax
and must be reported on Form W-2, Wage
and Tax Statement.
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Will I recognize a gain or loss if I pay
someone with virtual currency for providing
me with a service?

Yes. If you pay for a service using virtual
currency that you hold as a capital asset,
then you have exchanged a capital asset
for that service and will have a capital
gain or loss.

Your gain or loss is the difference
between the fair market value of the
services you received and your
adjusted basis in the virtual currency
exchanged.
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One of my cryptocurrencies went through a
hard fork but I did not receive any new
cryptocurrency. Do I have income?
If your cryptocurrency went through a hard fork, but you did not receive any new
cryptocurrency, whether through an airdrop (a distribution of cryptocurrency to multiple
taxpayers’ distributed ledger addresses) or some other kind of transfer, you don’t have taxable
income.
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One of my
cryptocurrencies went
through a hard fork
followed by an airdrop
and I received new
When
you receive cryptocurrency from
an I
airdrop
cryptocurrency.
Do
have
following a hard fork, you will have ordinary income
equal
to the fair market value of the new
income?
cryptocurrency when it is received. This occurs when
you have dominion and control over the
cryptocurrency so that you can transfer, sell,
exchange, or otherwise dispose of the cryptocurrency.

26

Do I have income when
a soft fork of
cryptocurrency I own
occurs?

No. A soft fork occurs when a distributed
ledger undergoes a protocol change that
does not result in a diversion of the ledger
and thus does not result in the creation of a
new cryptocurrency.

Because soft forks do not result in you
receiving new cryptocurrency, you will be in
the same position you were in prior to the soft
fork, meaning that the soft fork will not result
in any income to you.
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I received cryptocurrency
that does not have a
published value in
exchange for property or
services. How do I
determine the
The
fair market value of the cryptocurrency
cryptocurrency’s
fair
received is equal to the fair market value of the
market
value?
property
or services
exchanged for the
cryptocurrency when the transaction occurs.
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How do I determine my basis in virtual
currency that I received as a bona fide gift?
It depends on
whether you will
have a gain or a loss
when you sell.

Gain = your basis is
equal to the donor’s
basis, plus any gift tax
paid.

Loss = your basis is
equal to the lesser of
the donor’s basis or
the fair market value
of the virtual currency
when you received
the gift.

No documentation to
substantiate the
donor’s basis =
ZERO basis.
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What is my holding period
for virtual currency that I
received as a gift?

The holding period in virtual currency
received as a gift includes the time that
the virtual currency was held by the
person from whom you received the gift.

However, if you do not have
documentation substantiating that
person’s holding period, then your
holding period begins the day after you
receive the gift.
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If I donate virtual currency to a charity, will I
have to recognize income, gain, or loss?

If you donate virtual
currency to a charitable
organization described in
Internal Revenue Code
Section 170(c), you will
not recognize income,
gain, or loss from the
donation.

If holding period > one
year, then equal to the
fair market value of the
virtual currency at the
time of the donation.

If holding period <= one
year, then lesser of your
basis or fair market value
at the time of the
contribution.
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Will I have to recognize
income, gain, or loss if I own
multiple digital wallets,
accounts, or addresses
capable of holding virtual
currency and transfer my
No.
Transferring
from one wallet
or address
virtual
currency
from
one toto
another that you control is a non-taxable event.
another?
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I own multiple units of one kind of virtual currency,
some of which were acquired at different times and
have different basis amounts. If I sell, exchange, or
otherwise dispose of some units of that virtual
currency, can I choose which units are deemed
sold, exchanged, or otherwise disposed of?
Yes, if you can specifically identify which unit or units of virtual currency
are involved in the transaction and substantiate your basis in those
units.
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How do I account for a sale,
exchange, or other
disposition of units of virtual
currency if I do not
specifically
identify
If
you do not identify
specific the
units of
virtual
currency, the units are deemed to
units?

have been calculated using the first in, first
out (FIFO) basis.
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Where do I report my capital gain or
loss from virtual currency?

You must report most sales and other capital transactions and
calculate capital gain or loss in accordance with IRS forms
and instructions, including on Form 8949, Sales and Other
Dispositions of Capital Assets, and then summarize capital
gains and deductible capital losses on Form 1040, Schedule
D, Capital Gains and Losses
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Where do I report
foreign holdings of
my virtual currency?

For married joint filers, the
thresholds for FinCEN Form
114 are an aggregate value of
$10,000 or more at any point
during the year, and the
reporting threshold for Form
8938 is either an aggregate
value of:

Taxpayers must file Financial Crimes
Enforcement Network (FinCEN) Form
114, Report of Foreign Bank and Financial
Accounts, and Form 8938, Statement of
Specified Foreign Financial Assets, if reporting
thresholds are met for cryptocurrency held in a
foreign account.

$100,000 or more on
the last day of the
year
$150,000 or more at
any point during the
calendar year

The FinCEN Form 114 is a
standalone filing while the
Form 8938 is filed with an
individual’s tax return. Both
forms are due by April 15, with
the option to extend until
October 15.
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Where to Report
Cryptocurrency
Transactions
Form 1040 question: “At any time during 2021, did
you receive, sell, exchange, or otherwise dispose
of any financial interest in any virtual currency?”
Form 8949 is to be completed if there is a sale of
cryptocurrency. This flows to the Form 1040,
Schedule D.
If cryptocurrency is held in a foreign account, then
Form 8938 and Form FinCEN 114 may be a
consideration.

Cryptocurrency
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Laundering
Schemes
Darknet website
sells illegal items
online.

Person purchases Bitcoin
(described in previous
slides)

Person engages in
transaction on Darknet,
sending crypto to seller.
Cash is mailed/delivered to
seller.
Seller then sends Bitcoin to
unlicensed money transmitter for
cash.
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Money
§Laundering
Computer is hacked using
ransomware. (Colonial Pipeline)
§ Victim purchases crypto from
reputable exchanger.
§ Victim sends crypto to hacker.
§ Hacker sends percentage to computer
software creator.
§ Bitcoin sent to nefarious exchanger
(tumbler), which transfers it other
crypto.
§ Different crypto sent to hacker.
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Tools Used by
IRS
Civil
Tools
John Doe
Summons
FATCA
information
Form 1099-B from
exchangers

Criminal
Tools
§ Monitor / Undercover DarkNet
§ Monitor unlicensed money
transmitters
§ Other leads from foreign countries
§ Tracing software used
§ Continuing education

FinCEN
regulations
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Real Case
Examples
Silk
Road
§

Darknet website used Bitcoin

§

Carl Mark Force IV was DEA Undercover agent

§

Undercover operation on subject / unauthorized
persona

§

Controlled delivery to associate

§

Associate turns over information

§

§

Bitcoin stolen by Shaun Bridges, USSS
Computer Forensics Expert

Bitcoin is traced to Force
and Bridges

§

Force received 78 months

§

Ulbricht requests torture and execution of
associate

§

Bridges received 71
months

§

IRS special agent finds clues to subject’s identity §

§

Starting tracing Ulbricht’s whereabouts

Ulbricht received life
sentences
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Welcome 2
§Video
Darknet website selling
Child Abuse Material

§ Purchase material in
undercover operation
§ Trace Bitcoin
§ Exploit HTML language
on site
§ Narrow down to
subjects
§ Take existing
information (IP
addresses,
screennames, Bitcoin
addresses, etc) to find
others

BitFinex
Hack

Trace theft to Bitcoin
address

Trace small proceeds to various
exchangers
Identify common information from
exchangers
Narrow down to
subjects
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Major Concepts to Remember
Bitcoin is a type of
cryptocurrency, which
is recorded on the
blockchain.

Blockchain records
transactions between
public addresses.

The private key is like
your house key, while
the public address
(public key) is like
your house address.

Miners are like
bookkeepers that get
paid for keeping the
blockchain ongoing.
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Major Concepts to Remember
Proof of work is a
competition between
miners to calculate
complex math
problems.

Proof of stake is a
collaboration of miners
who are randomly
chosen via an
algorithm to maintain
the blockchain.

Bitcoin wallets
maintain the private
key and public keys.

Your private key can
generate multiple
public keys
(addresses), but
reverse engineering
the public key would
be almost impossible.
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Major Concepts
to Remember
Virtual currency is treated as
property for federal tax
purposes.
Form 8949 is used for capital
gains and losses, which flow to
Schedule D
Holding period starts the day
after you receive property.
Owning virtual currency in foreign
accounts can trigger reporting
requirements for IRS and FinCEN.

§ FIFO, LIFO, Average Cost are
available to calculate basis
§ Moving cryptocurrency from one
wallet to another you control is not
a taxable event
§ Exchanging virtual currency for
another is a reportable event
§ Donation of virtual currency is
allowed but subject to rules of
donating property.
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§

Major Concepts to
Remember
Transactions on the blockchain are
semi-anonymous. Transactions are
recorded on the ledger.

§ Once a public address or wallet is
identified with a person or entity, the
government can narrow down their
potential defendants.
§ The exchange of cash, products, or
services for cryptocurrency is the
common way to discover ownership of
the public key.
§ Tumbling is a common service used
the hide the source and disposition of
cryptocurrency.
§ The government and other entities
have software to trace transactions on
the blockchain.
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Learning
Objectives
q Give an overview of how Bitcoin and cryptocurrencies operate
q Recognize the difference between proof of work vs proof of stake in verifying the
blockchain

q Prepare a proper tax return with cryptocurrency transactions
q Identify common money laundering violations involving cryptocurrencies
q Identify the tools used by the IRS to identify cryptocurrency transactions for civil and
criminal violations

q Recall the learning objectives in real life examples of cryptocurrency transactions
Warning: An effort has been taken for this presentation to be accurate, but because this
is an emerging area, verify its accuracy before giving tax advice or preparing a tax
return.
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